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Abstract. This paper reviews the various methods of information and communications technology (ICT) that is used by employers to peer into the work lives
and, in some cases, private lives of employees. Some of the most common
methods – such as computer and Internet monitoring, video surveillance, and
global positioning systems (GPS) – have resulted in employee disciplines that
have been challenged in courts. This paper provides background information on
United States (U.S.) laws and court cases which, in this age of easily accessible
information, mostly support the employer. The paper does not provide a detailed analysis or present and defend the author’s opinions nor does it undertake
any form of comparative study of U.S. (and other nations’) legislation. Assessments regarding regulations and policies, which will need to be continually updated to include new methods of employee monitoring, are considered. Whether
employees are working from an office or home, using personal or company
equipment, it is argued that they should be notified of any monitoring. The researcher also suggests that any such monitoring should only be used for business purposes. Future studies on employee satisfaction and productivity, that
may identify employees’ tolerance and acceptance of systematic ICT surveillance, are recommended.
Keywords: Keywords: court cases, Electronic Communications Privacy Act,
employee monitoring, e-mail, GPS, ICT, privacy, social media, Stored Communications Act, U.S. laws
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Introduction

In order to protect clients, workers, and their own reputations, organizations need to scrutinize the dissemination of company information to
prevent loss of trade secrets, guard client data and thwart harassing emails. Information and Communications Technology (ICT) is utilized
by companies to monitor many of these three activities as well as observing the productivity of employees. The rationale for the latter task
is to increase efficiency of services and to prevent cyber loafing, “padadfa, p. 1, 2011.
© Springer-Verlag Berlin Heidelberg 2011

ded” timesheets, or speeding in company vehicles. However, does the
employee have a reasonable expectation of privacy in relation to their
employer whether at work or outside work?
This paper provides background on United States (U.S.) laws and
court cases, which mostly support the position of the employer, regarding the various methods used for peering into the work lives and private
lives of employees in an age of easily accessible information. It also
includes a brief overview of the perceptions of intrusion or fairness by
employees and their effects on employee motivation and retention. In
the future, critical analysis may encourage management to clearly
communicate policies to their employees about any monitoring practices which are conducted for the benefit of both the worker and employer.
2

Are Employees Protected from Intrusive Monitoring?

Constitutions, the common law, and statutes all offer some protection
of the right to privacy. The U.S. Constitution has been held to provide
privacy rights to state and federal government employees [1]. However,
the Constitution does not protect the privacy rights of employees of
private corporations. This lack of protection also extends to the employment-at-will doctrine, held by most states in the U.S., which allows
an employer to terminate the employment of an employee at any time,
without notice, although many cases have been challenged [2].
Title I of the 1986 Electronic Communications Privacy Act (ECPA)
makes it a punishable offense for any intentional interception or attempted interception, use or attempted use of any device to intercept,
disclose or attempt to disclose to any other persons, use or attempted
use of contents of information from wire, oral, or electronic communications obtained in violation of the ECPA [1]. This act prohibited employers from reading workers’ e-mails, but allowed the reading of emails if employees were notified in advance; some workers may even
sign waivers to allow both internet and e-mail monitoring.
Title II of the 1986 ECPA is the Stored Communications Act (SCA)
which prohibits access to stored communications by unauthorized persons [1], such as employees intentionally gaining access to private
work files or records. This act also indicates that an employer should
not view an employee’s private e-mail account even if the account was
accessed via a work computer or server. However, this is where the

interpretation of the law can become very muddled. Examples of cases
exist where the employer has been determined to have the right of access.
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Reasonable Expectation of Privacy

There is a reasonable expectation of privacy on the part of employees;
however as long as any monitoring is deemed to serve a legitimate
business purpose most employers’ secret monitorings have been upheld
[1].
In a U.S. Supreme Court case, the City of Ontario, California v.
Quon, a public employee and union member, police officer Jeff Quon,
did not have his Fourth Amendment claim to a reasonable expectation
of privacy upheld when his excessive use of text messages was investigated. In 456 text messages sent during the month of August 2002, for
example, only 57 were work-related and all the others were for personal
use. It was found that the employer’s search of the text messages was
reasonable [3].
In June 2013, a U.S. District Court in Ohio rejected the dismissal of
an employee. The court allowed Sandi Lazette to continue with claims
that the supervisor of her former employer, Verizon, violated the Stored
Communications Act (SCA) by accessing, without consent, her personal mails on a company-issued Blackberry phone[4, 5]. Only accessing
unopened e-mails, not already opened ones, was considered a violation.
This case, which was settled in August 2013, indicates the critical need
for policies to be clearly understood by employees. The SCA, now 25
years old, can be considered to be outdated with regard to today’s technology, and so it can be hard to interpret [4].
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ICT Monitoring

The American Management Association (AMA) and the ePolicy Institute conducted a survey of 304 companies regarding the use of ICT
monitoring. The employment population of the businesses, professional
services, manufacturers, public administration and other companies
surveyed was: 100 or fewer workers (27%), 101–500 employees (27%),
501–1,000 (12%), 1,001–2,500 (12%), 2,501–5,000 (10%) and 5,001 or

more (12%). Of these organizations, 54% of which were of small and
medium size, 73% monitored e-mails, and 66% monitored Internet
connections [6]. This monitoring, that can include phones, requires a
two-party consent in only 12 states [7]. In 38 states, the second party of
a conversation does not need to be aware of the interceptions of electronic communications being listened to and/or recorded [7].
Other forms of ICT monitoring, besides the use of phone monitoring,
are also feasible. Examples include webcams and video surveillance,
GPS and radio frequency identification (RFID), and the monitoring of
social media use [6, 8, 9].
Webcams and Video Surveillance: Another aspect of ICT surveillance involves the use of video monitoring to watch employees and
customers in order to counter theft and violence. In the AMA [6] survey, 48% of companies used this type of surveillance to monitor for
theft and violence, and 7% used video surveillance of workers’ job performance (of which 89% of workers were notified by employers).
Therefore, 11% of employees are unaware that their place of employment practices ICT surveillance and may be recording their activities.
GPS and RFID: Another type of monitoring and location tracking of
equipment or workers is accomplished with global positioning systems
(GPS) and radio frequency identification (RFID). The equipment used
can include vehicles, smartcards, laptops and cell phones [8]. To supervise mobile workers and encourage productivity, GPS is used to assist
in reducing fuel costs and preventing accidents by monitoring vehicle
speed. It can also be used to verify overtime claims, and check if a
driver was texting while driving [9]. Only 8% of organizations from the
AMA [6] survey, noted that they used GPS to track company vehicles;
3% used it for cell phones; and fewer than 1% for employee
ID/Smartcards1.
As with the other monitoring systems, there are little to no guidelines
for businesses regarding any restriction in the use of GPS tracking. The
Location Privacy Protection Act of 2001 that was intended to regulate
the use of GPS was proposed in Congress but was not passed [9]. There
are other pending forms of legislation such as the Location Privacy Act
- S1233, that would require authorization from the tracked person to be
tracked [10]. There are some state restrictions, such as in Texas and
1

The majority (52%) of companies use smart card technology to control physical
security and access to buildings and data centers (AMA, 2008).

California, where one must get owner consent for tracking but not consent for tracking company-owned vehicles [9].
GPS usage for tracking has been questioned and brought to the
courts. For example, in the State of Minnesota v. Bad [11] a hidden
GPS aided in the conviction of burglaries that Bad tried to have reversed but was denied. In Elgin v. St. Louis Coca-Cola Bottling Company [12], company trucks used by employees both on- and off-duty
had tracking devices. Elgin sued, among other points, for intrusion of
seclusion. The company won as the van was its own vehicle and the
GPS revealed public information of its location.
Although it may seem to be an action of extreme apprehension, the
states of California, North Dakota and Wisconsin have already passed
laws that prohibit employers from requiring employees to have RFID
implants. However, ingesting is not covered by these laws nor is voluntary implantation for financial gain. Only five states require disclosure/restriction of RFIDs [7].
Social Media: Linda Eagle, a former employee and co-founder of
EdComm, in Pennsylvania, was misrepresented by the organization in
social media. Eagle sued EdComm in Eagle v. Morgan (Morgan was
the new CEO) under the 1986 Computer Fraud and Abuse Act (CFAA)
the Lanham Act2, and several Pennsylvania laws [13] for unlawfully
taking over her LinkedIn account. Eagle’s credentials were replaced
with those of Sandi Morgan, although Eagle’s honors and awards were
listed [13]. The CFAA and Lanham claims were dismissed and
EdComm was found guilty of unauthorized use of name, invasion of
privacy by misappropriation of identity and misappropriation of publicity [13], however the company was not ordered to pay damages to it
former employee.
There have also been cases of employees fired by organizations for
their social media activities that have included criticisms of either supervisors or the workplace. Two Domino’s Pizza workers were fired
after a YouTube video was posted showing the young men preparing
sandwiches and one putting mucus on food and cheese in his nose [14].
A newspaper employee was legally fired due to sending inappropriate
tweets posted to the employer-related Twitter account. The National
2

Enacted by Congress in 1946 15 U.S.C. §§ 1051 et seq., governs trademarks, service
marks and unfair competition.

Labor Relations Board (NLRB) noted the behavior was not protected or
concerted3. However, some cases have been settled or reversed when
the NLRB filed for unfair labor practices [15].
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Dismissals and Exceptions

Some reasonable cause dismissals, based on the use of ICT methods,
have been reported. According to the AMA [6] survey, 6% of employers have terminated workers for the misuse of office phones, and 28%
have fired employees because of e-mail misuse which had included:
violation of policies (64%), offensive/inappropriate language (62%),
excessive personal use (26%), breach of confidentiality rules (22%),
and other (12%). For Internet misuse, the major reason that 30% of supervisors terminated their workers’ employment was for viewing,
downloading or uploading inappropriate/offensive content (84%). Further violations included breaches of company policy (48%), excessive
personal use (34%) and other causes (9%) [6].
Business Extension Exceptions: These exceptions are considered
when activities that are monitored or recorded are not personal. In general, when monitoring a call, if it becomes clear it is a personal call, the
monitoring should stop [16, 17].
Consent Exception: As noted earlier, these laws vary on a state-bystate basis regarding what constitutes consent. Some states require both
parties to consent to monitoring while other states only require a one
party consent [7]. It can be a tangled web of legalities. Salomon Smith
Barney (SSB) a brokerage firm with offices in the states of Georgia and
California surreptitiously recorded clients’ calls from California to the
Georgia office on a regular basis. When California clients became
aware of the practice (California is a two consent state and Georgia is a
one consent state), they filed a class action lawsuit. The court and an
appeal to the intermediate appellate court found in favor of SSB. The
California Supreme Court reversed the decision based on its consent
statutes but did not award any monetary damages. However, the case
put companies on notice that they must inform workers of telephone

3

‘the right to act together to try to improve their pay and working conditions, with or without a
union’ (NLRB, http://www.nlrb.gov/rights-we-protect/protected-concerted-activity)

recording activities, so as to offer employees some level of protection
[16, 17].
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Benefits of ICT Monitoring to Organizations and the
Outcomes for Employees

Monitoring technologies have long been seen as beneficial to improve
services such as the tracking of packages and for allowing customers to
follow the transit process. Business process optimization has also aided
a company to reduce wrongful travel and entertainment expenses by
80% through continuous monitoring of employees’ spending [18]. Another productivity example is how the plumbing and drain service
company, Roto Rooter, had a 20% increase in customers served by
tracking employees’ completed site visits to assign them to the nearest
scheduled customer [9]. It can be reasoned that organizations have the
right to undertake technological monitoring, considering the benefits
and profits to be gained from it [19].
Employer ICT surveillance may claim to be a cost-effective business
option, but what about the privacy and the morale of the employee?
This kind of intrusion, even if transparent, could have a negative effect
on productivity. It could reduce productivity instead of raise it, lower
morale and cause stress that can affect employee health [20, 21]. Some
research supports employees’ personal web use as a better way to balance work and family life and give employees methods to relax and
meet social/psychological needs [22]. Restrictions on this use could be
counterproductive. Even if it is known that an employer may monitor
activities, the monitoring could reduce creativity with concerns for stifled and programmed output [23]. Additionally, “anxiety over how one
is perceived by others diverts attention resources away from on-task
processes to the detriment of learning and performance” [24:651].
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Conclusion and Recommendations

Organizations depend on the productivity of their employees. Most organizations also depend on their web presence to do business. In fact,
almost every U.S. government agency uses some form of social media,
such as Facebook, Twitter and YouTube [25]. Employees with access

to social media sites could expect restrictions on their social media use.
In businesses, there may also be monitoring of employee activities and
tracking of property. But clear policies should exist so that employees
understand their allowances and restrictions; this level of clarity could
reduce any litigation against organizations. Courts usually decide these
types of suits on a case-by-case basis. The general trend is in support of
the organization for the tracking of its own property, with or without
notification to employees. But it is for the mutual benefit of the organization and the employee to have enforceable policies that give guidelines on workplace expectations and any non-permissible activities
[26]. This should include transparent understanding and distinctions of
any real-time or archival monitoring [24].
Appropriate changes to U.S. law need to be formulated. A reasonable
recommendation, from a study by law professor Ariana Levinson, is for
a federal statute that would:
cover more types of monitoring than the ECPA and would establish baseline protections for employees’ basic right to privacy. It would also benefit employers because it would likely provide more consistent guidance across different jurisdictions and
provide more selection of available safeguards for employees’
basic right to privacy that employers could choose among in order to comply with the law [16:529].
Other clarifications should be made regarding the SCA although
Levinson [16] does not think any of these will be enacted in the near
future “even with calls from major companies, civil rights groups, and
scholars for privacy legislation” (16:530). Employees should be given
clear policies in plain language, notified of any monitoring before hire,
and receive a warning on any system that is used [7].
In Europe, where current laws more strongly protect employees (for
example, Data Protection Privacy Act, Data Protection Working Party
and the European Convention on Human Rights), it is still advised that
there should be clear and transparent policies for employees to understand what can be monitored [27]. European Union directives do not
allow covert monitorings, or only with rare exceptions, so that employees are afforded much more consideration and ethical treatment [28].
This legislation is currently being revised, and so – in the future – its
orientation may differ. Comparison of the legislation and regulations in
the two continents of the U.S. and Europe could prove useful, particularly when the implications of international commerce and trade are

considered. Wider considerations of regulations introduced in emerging
economies around the globe are also likely to be of importance in terms
of the growing complexity of the international legal theatre.
Employers need to notify employees of ICT monitoring through
comprehensible policies and practices that are consistently enforced
[29]. Regulations and policies will need to be continually updated to
include new methods of employee monitoring. With the increasing introduction and usage of bring your own device (BYOD) policies as a
business necessity, organizations and workers will both need clear outlines regarding what devices can be used and what equipment can be
tracked. If not, both parties may distrust each other in terms of ICT
monitoring– the worker for any monitoring of personal files, and the
organization for security of company data [30, 31].
Whether working from an office or home, using personal or company
equipment, employees should be notified of any system of monitoring.
Monitoring systems should only be used for business purposes. Even if
there are no U.S. national or state policies available or yet passed, various ethical and moral concerns should be taken into consideration.
Future studies on satisfaction and productivity may identify employees’ tolerance and acceptance of systematic ICT surveillance as it is
proposed that more transparent ICT policies could aid in the retention
and attraction of employees.
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